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☹ Slow
§ Bitcoins takes 10 mins to include a payment transaction
§ (~60 mins to confirm)

☹ Low Privacy
§ All transactions are exposed on the blockchain

Shopping with Cryptocurrency?
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😁 Low-latency Payment
§ Payer & payee confirm their payment “locally” (off-chain)

§ jointly-sign a balance sheet of their (updating) asset & sync “on-chain” later
☹ High collateral: money locked (mostly) for a single payee
☹ Constantly-Online Requirement

§ Payers & payees need to monitor the on-chain transactions
§ worry that the other party might upload an “outdated” balance sheet

☹ (Still) Low Privacy
§ The final balance sheet is exposed on the blockchain

§ total transaction amount & who paid to whom are leaked

Traditional Layer-2 Networks
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§Unidirectional system tailored for retail payments [NDSS 20]
§ Users take the role of either customer/payer or merchant/payee

😁 Low-latency Payment Solution (~ layer-2)
😁 Offline Customer (no need to monitor on-chain)

§ Merchant has disincentive in uploading outdated sheet
§ Penalty from their collaterals

😁 Low Collaterals
§ Customer collateral is “shared” among all merchants in Snappy 

Snappy: Layer-2 Solution for Retail
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☹ No Privacy (Merchants share all Payer Spending Histories)

§ State = all payer’s spending histories
§Merchants also serve as statekeepers
§Confirmation needs 51% of merchants to vouch

§ Each checks the balance of the payer
§ pays back from their collateral if vouched wrongly

§ e.g., a double-spending transaction

Shortcomings of Snappy
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😁 Low Latency
§ Speedy confirmation of off-chain payment within seconds

😁 Dynamic and Distributed Setup
§ Merchants (payees) can join and leave dynamically
§ Customers (payers) can pay multiple merchants

😁 Scalable On-chain Processes
§ Our design naturally supports batching to reduce on-chain costs

😁 Privacy
§ Customers (payers) can hide their identities
§ They can “hide in the crowd” to obfuscate the payment amount

LDSP: Layer-2 Anonymous Payment
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§Customers, who want to pay merchants (off-chain)

§A consortium, formed by a group of merchants

§A leader, leading the consortium

§An arbiter (smart contract), for resolving disputes, etc.

Core Entities in LDSP
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1. Customers withdraw LDSP coins by funding them on-chain
2. Customers spend (off-chain) LDSP coins to a merchant
3. Customers refund unspent LDSP coins
4. Merchants bookkeep and deposit the received LDSP coins 

to receive the on-chain coins (funded by customers)

Workflow (& Core Functions)
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§All merchants (or statekeepers) are needed to issue coins
§ Not scalable!

§Only 1 merchant (or statekeeper) is needed to issue coins
§ Keep issuing coins to a “customer” to be spent at victim merchant
§ Becomes a money-printing factory!

§A large subset of them needed to issue coins
§ The worst of both worlds?
§ Need many to help, but they can still collude
§ Or is it?

Dilemma: Who issue LDSP coins?
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§ We introduce leaders, each leads a group of merchants

§ Merchants in a group jointly issue coins, forming a “virtual bank”

§ A coin can either be spent with the issuing merchant
§ or at another merchant, which we call cross-group payments

High-Level Operations of LDSP
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§ settles w/ other leaders for cross-group payments
§confirms payment (in its group) to avoid double-spending
§motivations: getting service fees, establishing partnerships

Leader’s Duties and Motivation
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§ Small group size, which mitigates the scalability problem
§ State = which merchant gets back how many LDSP coins

§ Formed by “consensus” between the leaders and the merchants
§Merchants can belong to different “virtual banks”

§ i.e., the groups forming the banks are overlapping
§Merchants, who are payees, have no incentive to forge

Highlights of LDSP
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§ Self-evolving ecosystem
§We leverage the “business relationship” among merchants 

to help their beloved customers.
§ Somewhat like how inter-bank transactions are cleared

§ “I know this virtual bank well. I’ll just accept its coins.”
§ “I’m not familiar with this bank. Let me talk to them first before 

accepting too many coins issued by them.”

Design Intuition 
(Merchant Perspective)
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§ Somewhat similar to customer-loyalty programs
§ Think of the coins are the “points”/“mileages”

§ “I frequent these shops. Let me get more coins from them.”
§ “I may occasionally buy this each month. I’ll get less here.”

§ LDSP coins are partially blind signatures from a group
§ “80/20 rule”: trade a bit of privacy for better efficiency

Design Intuition 
(Customer Perspective)
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Withdrawal, Payment, Refund, …

A bit more details
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Ssn

<latexit sha1_base64="wtqnJKCAGDqSK7RzQySplakexbA=">AAAB9HicbVDLSgMxFL2pr1pfVZdugkVwVWakYpcFNy4r2ge0Q8mkmTY0kxmTTKEM/Q43LhRx68e4829Mp7PQ1gOBwzn3ck+OHwuujeN8o8LG5tb2TnG3tLd/cHhUPj5p6yhRlLVoJCLV9YlmgkvWMtwI1o0VI6EvWMef3C78zpQpzSP5aGYx80IykjzglBgreQ+DfkjMWAeplvNBueJUnQx4nbg5qUCO5qD81R9GNAmZNFQQrXuuExsvJcpwKti81E80iwmdkBHrWSpJyLSXZqHn+MIqQxxEyj5pcKb+3khJqPUs9O1kFnHVW4j/eb3EBHUv5TJODJN0eShIBDYRXjSAh1wxasTMEkIVt1kxHRNFqLE9lWwJ7uqX10n7qurWqtf3tUqjntdRhDM4h0tw4QYacAdNaAGFJ3iGV3hDU/SC3tHHcrSA8p1T+AP0+QM/B5Jk</latexit>

§ The customer funds LDSP coins via the arbiter 
§ The customer uploads a blinded h(sn) w/ an on-chain coin

§ h: crypto hash function, sn: (random) serial number
§ The merchants jointly sign, blindfolded, on the h(sn) as Ssn
§ The customer gets the signature Ssn as an LDSP coin

Customer’s Withdrawal

ArbiterCustomer Consortiumh(sn)

<latexit sha1_base64="RNFHsCDWueaCihN6eP1gqRVFwrE=">AAAB9XicbVDLSgMxFL3xWeur6tJNsAh1U2akYpcFNy4r2Ae0Y8mkmTY0kxmSjFKG/ocbF4q49V/c+Tem01lo64HA4Zx7uSfHjwXXxnG+0dr6xubWdmGnuLu3f3BYOjpu6yhRlLVoJCLV9YlmgkvWMtwI1o0VI6EvWMef3Mz9ziNTmkfy3kxj5oVkJHnAKTFWehhX+iExYx2kWs4uBqWyU3Uy4FXi5qQMOZqD0ld/GNEkZNJQQbTuuU5svJQow6lgs2I/0SwmdEJGrGepJCHTXpqlnuFzqwxxECn7pMGZ+nsjJaHW09C3k1nGZW8u/uf1EhPUvZTLODFM0sWhIBHYRHheAR5yxagRU0sIVdxmxXRMFKHGFlW0JbjLX14l7cuqW6te3dXKjXpeRwFO4Qwq4MI1NOAWmtACCgqe4RXe0BN6Qe/oYzG6hvKdE/gD9PkDcoaSdQ==</latexit>

h(sn)

<latexit sha1_base64="RNFHsCDWueaCihN6eP1gqRVFwrE=">AAAB9XicbVDLSgMxFL3xWeur6tJNsAh1U2akYpcFNy4r2Ae0Y8mkmTY0kxmSjFKG/ocbF4q49V/c+Tem01lo64HA4Zx7uSfHjwXXxnG+0dr6xubWdmGnuLu3f3BYOjpu6yhRlLVoJCLV9YlmgkvWMtwI1o0VI6EvWMef3Mz9ziNTmkfy3kxj5oVkJHnAKTFWehhX+iExYx2kWs4uBqWyU3Uy4FXi5qQMOZqD0ld/GNEkZNJQQbTuuU5svJQow6lgs2I/0SwmdEJGrGepJCHTXpqlnuFzqwxxECn7pMGZ+nsjJaHW09C3k1nGZW8u/uf1EhPUvZTLODFM0sWhIBHYRHheAR5yxagRU0sIVdxmxXRMFKHGFlW0JbjLX14l7cuqW6te3dXKjXpeRwFO4Qwq4MI1NOAWmtACCgqe4RXe0BN6Qe/oYzG6hvKdE/gD9PkDcoaSdQ==</latexit>

Ssn

<latexit sha1_base64="wtqnJKCAGDqSK7RzQySplakexbA=">AAAB9HicbVDLSgMxFL2pr1pfVZdugkVwVWakYpcFNy4r2ge0Q8mkmTY0kxmTTKEM/Q43LhRx68e4829Mp7PQ1gOBwzn3ck+OHwuujeN8o8LG5tb2TnG3tLd/cHhUPj5p6yhRlLVoJCLV9YlmgkvWMtwI1o0VI6EvWMef3C78zpQpzSP5aGYx80IykjzglBgreQ+DfkjMWAeplvNBueJUnQx4nbg5qUCO5qD81R9GNAmZNFQQrXuuExsvJcpwKti81E80iwmdkBHrWSpJyLSXZqHn+MIqQxxEyj5pcKb+3khJqPUs9O1kFnHVW4j/eb3EBHUv5TJODJN0eShIBDYRXjSAh1wxasTMEkIVt1kxHRNFqLE9lWwJ7uqX10n7qurWqtf3tUqjntdRhDM4h0tw4QYacAdNaAGFJ3iGV3hDU/SC3tHHcrSA8p1T+AP0+QM/B5Jk</latexit>
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§ Basically, we adopt a multi-blind signature approach

§Hide the link btw. on-chain coins & LDSP (off-chain) coins

§ The customers thus hide among those spending coins from 
the same virtual bank 

Payer Privacy 
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§Customer reveals the signed h(sn) to the merchant & leader 
§ The leader confirms it with its signature σsn
§ The customer reveals sn to the merchant

Customer’s off-chain Payment

Customer
Merchant

Leader

�sn

<latexit sha1_base64="JytlrShcCGrC34FSshYHYwXxkjE=">AAAB+3icbVDLSsNAFL2pr1pfsS7dBIvgqiSi2GXBjcsK9gFNCJPppB06MwkzE7GE/oobF4q49Ufc+TdO0yy09cDA4Zx7uWdOlDKqtOt+W5WNza3tnepubW//4PDIPq73VJJJTLo4YYkcREgRRgXpaqoZGaSSIB4x0o+mtwu//0ikool40LOUBByNBY0pRtpIoV33FR1zFPoc6YmKcyXmod1wm24BZ514JWlAiU5of/mjBGecCI0ZUmrouakOciQ1xYzMa36mSIrwFI3J0FCBOFFBXmSfO+dGGTlxIs0T2inU3xs54krNeGQmi4ir3kL8zxtmOm4FORVpponAy0NxxhydOIsinBGVBGs2MwRhSU1WB0+QRFibumqmBG/1y+ukd9n0rprX91eNdqusowqncAYX4MENtOEOOtAFDE/wDK/wZs2tF+vd+liOVqxy5wT+wPr8Ab8DlOE=</latexit>

�sn

<latexit sha1_base64="JytlrShcCGrC34FSshYHYwXxkjE=">AAAB+3icbVDLSsNAFL2pr1pfsS7dBIvgqiSi2GXBjcsK9gFNCJPppB06MwkzE7GE/oobF4q49Ufc+TdO0yy09cDA4Zx7uWdOlDKqtOt+W5WNza3tnepubW//4PDIPq73VJJJTLo4YYkcREgRRgXpaqoZGaSSIB4x0o+mtwu//0ikool40LOUBByNBY0pRtpIoV33FR1zFPoc6YmKcyXmod1wm24BZ514JWlAiU5of/mjBGecCI0ZUmrouakOciQ1xYzMa36mSIrwFI3J0FCBOFFBXmSfO+dGGTlxIs0T2inU3xs54krNeGQmi4ir3kL8zxtmOm4FORVpponAy0NxxhydOIsinBGVBGs2MwRhSU1WB0+QRFibumqmBG/1y+ukd9n0rprX91eNdqusowqncAYX4MENtOEOOtAFDE/wDK/wZs2tF+vd+liOVqxy5wT+wPr8Ab8DlOE=</latexit>

sn

<latexit sha1_base64="XT9N4nasfxh0nhF+6Dhn5+e4ew4=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiSi2GXBjcsK9gFtKJPppB06mYSZG6GEfoYbF4q49Wvc+TdO0yy09cDA4Zx7mXNPkEhh0HW/ndLG5tb2Tnm3srd/cHhUPT7pmDjVjLdZLGPdC6jhUijeRoGS9xLNaRRI3g2mdwu/+8S1EbF6xFnC/YiOlQgFo2il/iCiODFhZtR8WK25dTcHWSdeQWpQoDWsfg1GMUsjrpBJakzfcxP0M6pRMMnnlUFqeELZlI5531JFI278LI88JxdWGZEw1vYpJLn6eyOjkTGzKLCTecRVbyH+5/VTDBt+JlSSIlds+VGYSoIxWdxPRkJzhnJmCWVa2KyETaimDG1LFVuCt3ryOulc1b3r+s3Dda3ZKOoowxmcwyV4cAtNuIcWtIFBDM/wCm8OOi/Ou/OxHC05xc4p/IHz+QPfNpGe</latexit>

sn

<latexit sha1_base64="XT9N4nasfxh0nhF+6Dhn5+e4ew4=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiSi2GXBjcsK9gFtKJPppB06mYSZG6GEfoYbF4q49Wvc+TdO0yy09cDA4Zx7mXNPkEhh0HW/ndLG5tb2Tnm3srd/cHhUPT7pmDjVjLdZLGPdC6jhUijeRoGS9xLNaRRI3g2mdwu/+8S1EbF6xFnC/YiOlQgFo2il/iCiODFhZtR8WK25dTcHWSdeQWpQoDWsfg1GMUsjrpBJakzfcxP0M6pRMMnnlUFqeELZlI5531JFI278LI88JxdWGZEw1vYpJLn6eyOjkTGzKLCTecRVbyH+5/VTDBt+JlSSIlds+VGYSoIxWdxPRkJzhnJmCWVa2KyETaimDG1LFVuCt3ryOulc1b3r+s3Dda3ZKOoowxmcwyV4cAtNuIcWtIFBDM/wCm8OOi/Ou/OxHC05xc4p/IHz+QPfNpGe</latexit>

(Ssn, h(sn))

<latexit sha1_base64="ReZtkPsX6TKfyuLpsReMxj5F9NM="></latexit>

(Ssn, h(sn))

<latexit sha1_base64="ReZtkPsX6TKfyuLpsReMxj5F9NM="></latexit>
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§ The customer uploads the opening for h(sn) to the arbiter
§ If sn has been spent, the merchant can reveal sn to debunk
§ If no dispute, the customer gets back the on-chain coin

Customer’s Refund

ArbiterCustomer Consortiumh(sn)

<latexit sha1_base64="RNFHsCDWueaCihN6eP1gqRVFwrE=">AAAB9XicbVDLSgMxFL3xWeur6tJNsAh1U2akYpcFNy4r2Ae0Y8mkmTY0kxmSjFKG/ocbF4q49V/c+Tem01lo64HA4Zx7uSfHjwXXxnG+0dr6xubWdmGnuLu3f3BYOjpu6yhRlLVoJCLV9YlmgkvWMtwI1o0VI6EvWMef3Mz9ziNTmkfy3kxj5oVkJHnAKTFWehhX+iExYx2kWs4uBqWyU3Uy4FXi5qQMOZqD0ld/GNEkZNJQQbTuuU5svJQow6lgs2I/0SwmdEJGrGepJCHTXpqlnuFzqwxxECn7pMGZ+nsjJaHW09C3k1nGZW8u/uf1EhPUvZTLODFM0sWhIBHYRHheAR5yxagRU0sIVdxmxXRMFKHGFlW0JbjLX14l7cuqW6te3dXKjXpeRwFO4Qwq4MI1NOAWmtACCgqe4RXe0BN6Qe/oYzG6hvKdE/gD9PkDcoaSdQ==</latexit>

sn

<latexit sha1_base64="XT9N4nasfxh0nhF+6Dhn5+e4ew4=">AAAB8nicbVDLSsNAFL2pr1pfVZduBovgqiSi2GXBjcsK9gFtKJPppB06mYSZG6GEfoYbF4q49Wvc+TdO0yy09cDA4Zx7mXNPkEhh0HW/ndLG5tb2Tnm3srd/cHhUPT7pmDjVjLdZLGPdC6jhUijeRoGS9xLNaRRI3g2mdwu/+8S1EbF6xFnC/YiOlQgFo2il/iCiODFhZtR8WK25dTcHWSdeQWpQoDWsfg1GMUsjrpBJakzfcxP0M6pRMMnnlUFqeELZlI5531JFI278LI88JxdWGZEw1vYpJLn6eyOjkTGzKLCTecRVbyH+5/VTDBt+JlSSIlds+VGYSoIxWdxPRkJzhnJmCWVa2KyETaimDG1LFVuCt3ryOulc1b3r+s3Dda3ZKOoowxmcwyV4cAtNuIcWtIFBDM/wCm8OOi/Ou/OxHC05xc4p/IHz+QPfNpGe</latexit>
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§ The leader releases all payment records in batch
§ which is uploaded to the arbiter after the merchants jointly signing on it

§ The leader will be blamed if any double-spent coin is spotted
§ The merchants can deposit all bookkept coins altogether later

Merchants’ Bookkeeping 
(& Why no Double-Spending)

Merchant

Merchant

Merchant

R = {sn1, sn2, · · · , snn}

<latexit sha1_base64="5QvXO7tVqprW6XYW3vUb1vEP6UY=">AAACJHicbVDLSgMxFM3UV62vqks3wSK4kDJTKhZEKLhxWcU+oFOGTCbThmaSIckIZejHuPFX3LjwgQs3fovptIs+PBA495x7yb3HjxlV2rZ/rNza+sbmVn67sLO7t39QPDxqKZFITJpYMCE7PlKEUU6ammpGOrEkKPIZafvD24nffiJSUcEf9SgmvQj1OQ0pRtpIXvH6Ad5AN3UjpAcqTBUfe84FnC8rpsSB0GpR5u7YK5bssp0BrhJnRkpghoZX/HQDgZOIcI0ZUqrr2LHupUhqihkZF9xEkRjhIeqTrqEcRUT10uzIMTwzSgBDIc3jGmbq/ESKIqVGkW86szWXvYn4n9dNdFjrpZTHiSYcTz8KEwa1gJPEYEAlwZqNDEFYUrMrxAMkEdYm14IJwVk+eZW0KmWnWr68r5bqtVkceXACTsE5cMAVqIM70ABNgMEzeAXv4MN6sd6sL+t72pqzZjPHYAHW7x/A36Tp</latexit>

R = {sn1, sn2, · · · , snn}

<latexit sha1_base64="5QvXO7tVqprW6XYW3vUb1vEP6UY=">AAACJHicbVDLSgMxFM3UV62vqks3wSK4kDJTKhZEKLhxWcU+oFOGTCbThmaSIckIZejHuPFX3LjwgQs3fovptIs+PBA495x7yb3HjxlV2rZ/rNza+sbmVn67sLO7t39QPDxqKZFITJpYMCE7PlKEUU6ammpGOrEkKPIZafvD24nffiJSUcEf9SgmvQj1OQ0pRtpIXvH6Ad5AN3UjpAcqTBUfe84FnC8rpsSB0GpR5u7YK5bssp0BrhJnRkpghoZX/HQDgZOIcI0ZUqrr2LHupUhqihkZF9xEkRjhIeqTrqEcRUT10uzIMTwzSgBDIc3jGmbq/ESKIqVGkW86szWXvYn4n9dNdFjrpZTHiSYcTz8KEwa1gJPEYEAlwZqNDEFYUrMrxAMkEdYm14IJwVk+eZW0KmWnWr68r5bqtVkceXACTsE5cMAVqIM70ABNgMEzeAXv4MN6sd6sL+t72pqzZjPHYAHW7x/A36Tp</latexit>

R = {sn1, sn2, · · · , snn}

<latexit sha1_base64="5QvXO7tVqprW6XYW3vUb1vEP6UY=">AAACJHicbVDLSgMxFM3UV62vqks3wSK4kDJTKhZEKLhxWcU+oFOGTCbThmaSIckIZejHuPFX3LjwgQs3fovptIs+PBA495x7yb3HjxlV2rZ/rNza+sbmVn67sLO7t39QPDxqKZFITJpYMCE7PlKEUU6ammpGOrEkKPIZafvD24nffiJSUcEf9SgmvQj1OQ0pRtpIXvH6Ad5AN3UjpAcqTBUfe84FnC8rpsSB0GpR5u7YK5bssp0BrhJnRkpghoZX/HQDgZOIcI0ZUqrr2LHupUhqihkZF9xEkRjhIeqTrqEcRUT10uzIMTwzSgBDIc3jGmbq/ESKIqVGkW86szWXvYn4n9dNdFjrpZTHiSYcTz8KEwa1gJPEYEAlwZqNDEFYUrMrxAMkEdYm14IJwVk+eZW0KmWnWr68r5bqtVkceXACTsE5cMAVqIM70ABNgMEzeAXv4MN6sd6sL+t72pqzZjPHYAHW7x/A36Tp</latexit>

�R,1

<latexit sha1_base64="UkCl2bvhZb+hmsL3OwYGg8WvBSQ="></latexit>

�R,2

<latexit sha1_base64="Ze/+h1UR/F0AKw+SIvkP4D6Zau0="></latexit>

�R,3

<latexit sha1_base64="VhnS4OsEfN6NaW/ogSgxCGyRGHM="></latexit>

Leader Arbiter�R = Agg({�R,i}i2[1:3])

<latexit sha1_base64="ySo+zVZJwdA3lIBiB/dr12UbXt4="></latexit>
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§ Safety of the Customers:
§ They can always refund an unspent coin

§ Safety of the Merchants:
§ For double-spending, they can blame the leader for compensation
§ No merchant can mint coin w/o the signature of all other merchants

LDSP’s Safety (No one loses money)
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§Off-chain payment with < 512 coins is done in < 0.5s
§ Urban Network: 100 Mbps Bandwidth, ~20ms Latency

§ Low on-chain cost

Low-Latency Payment 
& Low On-Chain Cost

20 21 22 23 24 25 26 27 28 29 210 211 212

Number of coins

102

103

P
ay

m
en

t
L
at

en
cy

(m
s)

(Additional) Communication time

Computation time

Operation Gas (on Ethereum) USD
Baseline 21000/tx 3.72/tx
(Batched) Withdrawal 38.36/coin 0.0068/coin
(Batched) Refund 25.76/coin 0.0046/coin

based on the average gas price and exchange rate on 1 May, 2021 22/23



§ LDSP: Shopping with Cryptocurrency Privately and Quickly
under “Consortium Leadership”
§ a Low Latency, Dynamic & Distributed System
§ w/ Scalable On-chain Process, & Payer Privacy

§ What’s more in the paper:
§ The use of round and epoch
§ Keeping a low on-chain cost via batching
§ Analysis on LDSP’s safety & liveness
§ How LDSP achieves low collaterals, avoids single-point-of-failure, etc.

§ Contact: {luciengkl, sherman}@ie.cuhk.edu.hk

Summary
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